
PERSONNEL SECURITY QUALITY PANEL TELECONFERENCE
October 31, 2007
Loren Evenson convened the meeting of the Personnel Security Quality Panel from Germantown at 2:00 pm EST.  Teleconference participants were:

	OFFICE
	PARTICIPANT(S)

	Albuquerque
	Susan Head, Angela Harvey, Helen Moreno

	Chicago
	No representative

	Idaho
	Jeff LaScheid, Robin Willey

	Kansas City
	Tony George

	Nevada
	Kim Clark, Cheryl Landholm

	Oak Ridge
	Diane Patterson, Commie Byrum

	Pittsburgh
	Ray Radzevick

	Richland
	Dennis Brooks, Joyce Buxbaum, Aurla McNeil, Jill Spargur

	Savannah River
	Marrine O’Conner, Sharon Burckhalter, Sandra Brown

	Schenectady
	Valerie O’Connor, Ann Halnon, Moneque Casale

	Environmental Management (EM-3.1)
	Kayla Lozano

	Science (SC-31.3)
	James Lint, Gary White

	Office of Operations Security (HS-1.3)
	Geralyn Praskievicz

	Office of Headquarters Personnel Security (HS-1.32)
	Sherrie Henson

	NNSA Program Operations (NA-74)
	Bob Brese


	NNSA Program Evaluations (NA-71)
	Judy Putman

	Budget (HS-1.21)
	No representative

	Office of Hearings and Appeals (HG-20)
	Bill Schwartz, Fred Brown

	NTC (HS-51)
	Laura Vieira

	Office of Security Evaluations (HS-61)
	April Stottler

	Office of Personnel Management (OPM)
	Marcie Douglass, Lindsey Muschkat, Kathy Rehorst

	Federal Bureau of Investigation (FBI)
	No representative

	Office of Departmental Personnel Security (HS-1.4)
	Tracey Berry, Audrey Dixon, Teresa Kelley, Loren Evenson


Loren began by stating that no issues had been submitted. Each office was asked for items of interest to be discussed, and then items on the agenda were covered.  
Reinvestigating Old Issues – Albuquerque received a complaint from the subject of a reinvestigation who was asked detailed questions about information that had been covered in the previous investigation and for which there was no new information.  Lindsey reported that OPM had investigated the complaint and had sent a reply to Tracey on 10/30.  The finding was that the investigation was conducted during 7/07, a period when OPM was transitioning to the new Investigator’s Handbook.  Under the old Handbook, investigators were to cover all information that fell within the investigative scope, even if it had been covered by a previous investigation.  Under the new Handbook, issues that have been previously covered are not to be addressed unless there is relevant new information.  
Training – Laura advised that personnel security training had been intense in the last few months.  In August, Course 101 was presented once and Course 201, twice. In September Course 201 was given at Savannah River, and revised Course 300 was given for the first time. During October, Course 101 was given at DOE Headquarters Germantown, and Courses 200 and 201 were also given.  Course 300 will be given at the end of November. In response to Diane’s question concerning the availability of mobile training, Laura stated that because of the number of courses that have to be presented in a relatively short time, training will be offered only at NTC and Germantown until further notice.  Students can choose to attend at either site.   
Refresher Training – Laura advised that volunteers are needed for the first week in December to work at the NTC on developing the on-line personnel security refresher training.  Volunteers will help determine what information should be presented and how it should be presented, and participate in tabletop exercises.  NTC plans to have the refresher training on the Online Learning Center in May or June 2008.
Training Requirements for Existing Personnel – Laura advised that a final determination has not been made on the training requirements for individuals occupying personnel security positions who have not completed all the personnel security courses in the past.  All personnel will be required to take annual refresher training. 

Personnel Security Manual Revision – Kayla advised that comments from Red Team members (Yvonne, Lori. and Debby Miller, NNSA Service Center) on the draft revision of DOE M 470.4-5 into a new Manual and Technical Standard had been received on October 30.  The Policy Review Group (Kayla, Sherrie, Tricia, Jeff, Mary Gallion, and Melinda Fisher, PNL), which initiated the revision, will meet to review and resolve the comments, with a target completion date of December 1.  The draft Manual and Technical Standard will be reviewed by the Office of Departmental Personnel Security and then by all HSS offices before being posted on RevCom for review by all DOE and contractor offices. 
Form 79A – Lindsey advised that a Form 79A is included with every closed investigation except a NACI that has no issues.  As of November 1, OPM will return forms that do not have the adjudication date completed.  (This was the topic of FIN 07-05, “Reporting adjudicative actions…,” which was sent by HS-1.4 to all office managers by e-mail on 9/28/07.) Care should be taken to use Item 11 only for acceptable comments – several forms have been received with “pending investigation” entered in this item, which is unacceptable.  Another problem is incorrect entries in the Position Code, especially inappropriate use of code D.  The 79A information can be entered on PIPS or by hard-copy, but submittal should be by one means or the other, not by both.   
Complaints to OPM – Lindsey advised that to act on a specific case complaint, she needs the first and last name of the subject and whether the subject is Federal or contractor, and the OPM case number.  If it concerns an investigator, his or her name or as much of the name as is known should also be provided.  A brief description of the problem must be provided.  Tracey requested that a copy of all complaints about insufficient investigations and investigator misconduct be sent to her for forwarding to OPM.  Tracey also requested that after a response is received from OPM, a follow-up response be sent to OPM with a copy to her stating either that the issue is closed or what further action needs to be taken.   
Drug Policy – Tracey advised that the Office of Health, Safety and Security website has information on DOE’s new drug policy as it relates to security clearances.  The information has been reviewed by the Offices of Human Resources and General Counsel.  Specifically, click on the red box “Drug Testing for DOE Positions” at www.hss.energy.gov to view:

· Secretary Bodman’s 9/14/07 memo, “Decisions regarding drug testing for DOE positions that require access authorizations (Security Clearances)”

· “Fact Sheet on Consequences of a Positive Drug Test”

· “Proposed Q and A’s on Drug Testing Policy”

· Form to submit question concerning the drug policy 

A memo will be sent with instructions on incorporating drug test results into the processing of security clearance packets and information on how to proceed while awaiting drug test results.  In the meantime, special emphasis should be placed on the “prescreening” requirements in DOE M 470.4-5, section II.6. Since use of illegal drugs within 12 months of signing the SF 86 is now disqualifying, prescreening must include not only a review of drug test results, but also a review of the SF 86 for indications of such use.  If the drug test is positive or the relevant security forms, interviews, etc. indicate illegal drug usage, the case  should be processed in accordance with the Secretary’s memo.  Templates for notifying/responding to the requester will be available from HS-1.4.  No case should be sent to OPM until such prescreening has been completed, and a second level review has been conducted. This is consistent with actions currently being taken when such review discloses any other disqualifying information, such as extensive financial difficulties, police record, etc. 

OMB Goals – Tracey advised that an OPM report card will be reviewed monthly to determine how each office is doing in meeting the goals set by the “security clearance” provisions in the Intelligence Reform and Terrorism Prevention Act.  For the month of September 07, we are at 97% for e-QIP submissions via the SF 86, 4% deficient submissions, and are taking 22 days to submit investigations via e-QIP.  Remember the goal is 14 days for the e-QIP submissions.  Please ensure you quality review the date on the signature and release pages before submitting each case to OPM.  OPM will accept fax copies of releases and signature pages to help us meet our goal; however, scanning the releases/signature pages into e-QIP is preferred. 
Credit Checks –  Loren advised more than one office has reported reluctance by an applicant to complete the Credit Release because of fear that the credit check would negatively impact his credit score.   Such fears are unfounded, because credit bureaus track “soft inquiries,” such as those from employers, separately from “hard inquiries,” such as those from lenders.  Since lenders are interested only in “hard inquiries,” that is all that they are shown.  “Soft inquiries” are not considered when compiling a credit score. 
Deviations – Loren advised the Inspector General had just released a report (DOE/IG -0779) concerning an office that granted itself a variance to extend the time in which a clearance that should be terminated could remain active from 90 days to 180 days.  If it appears that a requirement cannot be complied with, a deviation request should be considered.  The first consideration should be:  Is this a requirement from which a deviation is allowed?  Many personnel security requirements are set by national policy (e.g., E.O. 12968), and DOE has no authority to deviate from them.  If it is a requirement that DOE has imposed upon itself and its contractors, then a deviation is possible, but only if the deviation process in DOE M 470.4-1, Section M, “Deviations,” is complied with.  A determination must be made whether the deviation is a variance, waiver, or exception, and then the requirements for that type of deviation must be complied with. 

Reporting Losses/Thefts of PII – Loren advised that new DOE N 206.5, Response and Notification Procedures for Data Breaches Involving Personally Identifiable Information, 
was issued 10/9/07.  The Notice is DOE implementation of the national policy from OMB.  It covers electronic and hard-copy data, but does not affect the additional notice requirements in the Privacy Act of 1974.  The Notice requires an immediate report and it includes loss of control of the information as well as unauthorized access to the information.  A copy of the Notice is attached. 

Budget – After the teleconference, Joanne reported that as of the end of September we had submitted to FBI/OPM 5,098 requests for initial SSBIs, 5,930 requests for Q reinvestigations, and 2,114 requests for NAC products, for a total of 13,142 requests and an expenditure of $32 million.  

With no further issues to be discussed, Loren adjourned the meeting at 2:40 pm.

The next telecom will be Wednesday, November 28, 2 to 3 p.m. EST, at 202-287-1335.
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